ReaderTT.config = {"pagecount":36,"title":"PAX: Using Pseudonymization and Anonymization to Protect Patients' Identities and Data in the Healthcare System","author":"Mishall Al-Zubaidie, Zhongwei Zhang and Ji Zhang","subject":"Electronic health record (EHR) systems are extremely useful for managing patients' data and are widely disseminated in the health sector. The main problem with these systems is how to maintain the privacy of sensitive patient information. Due to not fully protecting the records from unauthorised users, EHR systems fail to provide privacy for protected health information. Weak security measures also allow authorised users to exceed their specific privileges to access medical records. Thus, some of the systems are not a trustworthy source and are undesirable for patients and healthcare providers. Therefore, an authorisation system that provides privacy when accessing patients' data is required to address these security issues. Specifically, security and privacy precautions should be raised for specific categories of users, doctor advisors, physician researchers, emergency doctors, and patients' relatives. Presently, these users can break into the electronic systems and even violate patients' privacy because of the privileges granted to them or the inadequate security and privacy mechanisms of these systems. To address the security and privacy problems associated with specific users, we develop the Pseudonymization and Anonymization with the XACML (PAX) modular system, which depends on client and server applications. It provides a security solution to the privacy issues and the problem of safe-access decisions for patients' data in the EHR. The results of theoretical and experimental security analysis prove that PAX provides security features in preserving the privacy of healthcare users and is safe against known attacks.","keywords":"anonymity; ECDSA; electronic health record (EHR); PAX; pseudonym; XACML","creator":"LaTeX with hyperref package","producer":"pdfTeX-1.40.18","creationdate":"D:20190427144640+08'00'","moddate":"D:20190427144640+08'00'","trapped":"False","fileName":"document.pdf","bounds":[[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286],[909,1286]],"bookmarks":[{"title":"Introduction","page":1,"zoom":"XYZ 116 389 null","children":[{"title":"Security in EHR Systems","page":1,"zoom":"XYZ 116 180 null"},{"title":"Privacy of Critical Medical Cases","page":2,"zoom":"XYZ 116 866 null"},{"title":"Our Contributions","page":3,"zoom":"XYZ 116 1151 null"},{"title":"Structure of the Paper","page":3,"zoom":"XYZ 116 466 null"}]},{"title":"Related Work","page":3,"zoom":"XYZ 116 318 null"},{"title":"Overview of Security and Privacy Techniques in EHR Systems","page":5,"zoom":"XYZ 116 1093 null"},{"title":"Our Proposed Authorisation Model","page":8,"zoom":"XYZ 116 810 null","children":[{"title":"Network Model","page":8,"zoom":"XYZ 116 679 null"},{"title":"Implementation of PAX","page":9,"zoom":"XYZ 116 811 null"},{"title":"PAX Authorisation Protocols","page":13,"zoom":"XYZ 116 817 null"}]},{"title":"Discussion","page":20,"zoom":"XYZ 116 1151 null","children":[{"title":"Direct and Indirect Users Scenarios in PAX","page":20,"zoom":"XYZ 116 1043 null"},{"title":"Security Analysis","page":21,"zoom":"XYZ 116 223 null","children":[{"title":"Theoretical Security Analysis","page":22,"zoom":"XYZ 116 1151 null"},{"title":"Proof of PAX Security Protocol","page":24,"zoom":"XYZ 116 1151 null"},{"title":"Proof of PAX Security Mechanism","page":25,"zoom":"XYZ 116 433 null"}]}]},{"title":"Comparison of Our Study with Other Research","page":27,"zoom":"XYZ 116 378 null"},{"title":"Conclusions and Future Work","page":28,"zoom":"XYZ 116 576 null"},{"title":"","page":30,"zoom":"XYZ 116 1151 null"},{"title":"References","page":33,"zoom":"XYZ 116 684 null"}],"thumbnailType":"jpg","pageType":"html","pageLabels":[]};
